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Internet-first and the  
Future of Enterprise Networks

When the network goes direct-to-internet, how do you keep user 
experience from coming up second? 
 
The sheer volume of traffic zipping across enterprise networks today has never been greater, with 

a wide variety of apps coming online and competing for network capacity at a rate that would’ve 

made an IT manager’s head spin just 5 years ago. But as exhausting as the rate of change is today, 

things are only getting started, as Cisco predicts that global IP traffic will exceed 4.8 zettabytes per 

year by 2022  — that’s more traffic than in all prior “internet years” combined. 

The role of enterprise IT is changing fast. According to a recent Salesforce report, 71 percent of 

enterprise IT teams are transforming from “a technology-providing cost centre to a value-based 

service brokerage” in a response to the greater role network performance plays to business. 

What does that mean exactly? For starters, network management teams were historically very 

much a reactionary operation. That’s not to say that IT teams were always playing catch up: The 

rate of technological change even just a decade ago was simply far less aggressive than it is today, 

and teams historically had a fairly predictable list of problems and solutions that they’d deploy 

 as-needed. 

Today, things have gotten a lot more complex  — and it’s only the beginning.
Modern enterprise IT faces a wealth of challenges that have fundamentally changed the 

department’s posture from reactionary to proactive. Now, teams have to be far more strategic, as a 

constantly evolving slate of network technologies are relied upon to prop up the business. 

But despite all of these changes to how IT tackles issues, the crux of their mission remains the 

same: Ensuring end user satisfaction. In many cases, the best gauge of user satisfaction is silence, 

as the best-performing enterprise network is one that users never even have to think about. 
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According to Cisco, 80 percent of enterprise employees and customers “work in or are 
served in branch offices.” This illustrates the fact that modern businesses don’t follow 
the data centre-centric model of years past, and for good reason. 

Legacy enterprise networks were largely hardware-defined and dependent on bulky 
MPLS connectivity to support the extended enterprise WAN. When teams were more 
closely tethered to the data centre at headquarters, the cost and efficacy of MPLS 
networking techniques made sense, since traffic patterns were largely predetermined 
(and relatively short-distance, compared to today). 

These techniques are simply untenable in an increasingly decentralised enterprise 
world, where MPLS can be cost-prohibitive at-distance and doesn’t offer the speeds  
or capacity that enable the performance end users expect. In the mind of the end-
user, the network should be an afterthought, and satisfactory performance should  
be a given.

“Direct-to-internet” connectivity is fast becoming the enterprise-standard, and the 
reasons are clear. For starters, the internet is ubiquitous, as almost every branch 
office already partners with an ISP who can facilitate delivery paths over the internet, 
making direct-to-internet extremely easy for IT to deploy along with a VPN service. The 
cost-to-bandwidth ratio is also simply much lower when teams don’t have to purchase 
dedicated MPLS to connect remote locations.

The trouble with switching from network pathways that enterprise IT owned and 
controlled outright (ie. MPLS) for access over the public Internet is that the latter 
essentially represents a global third-party network that no one owns or controls. 

Making sure that users enjoy the benefits of direct-to-internet connectivity (and really 
are blind to the fact that their network exists in the first place, from a performance 
perspective) calls for comprehensive monitoring at all times  — especially in the midst 
of any network rearchitecting or transformation. 

Direct-to-Internet enables the enterprise’s future

Performance over visibility? Not a necessary compromise

In the mind of 
the end-user, the 
network should be 
an afterthought, 
and satisfactory 
performance should  
be a given.

“ “



1. UNDERSTAND AND BASELINE THE EXISTING NETWORK INFRASTRUCTURE 
AND APP LANDSCAPE

Teams need to start by understanding where the network currently stands from a user experience perspective. 
This includes getting an idea of all the apps leveraging the network and their current performance, which users 
are using which apps, and how the network and apps interact. This entails monitoring network paths to help 
measure the health and availability of the network end-to-end to pinpoint where network issues are impacting 
application delivery (including how experiences vary between different remote locations), with metrics like 
Mean Opinion Score (MOS) part of the mix.

Teams need to take a close look at the strength of the network in areas that may be ripe for weaknesses: Is 
network capacity at remote sites sufficient enough to support the needs of existing technology, as well as 
for new technology coming down the line? And how does capacity at a remote location and “last mile” circuit 
health trend over time/through a full business cycles?

2. MEASURE HOW THE NETWORK IS CHANGING

For good reasons, network disruptions are not tolerated by business units during the work day.  
Because of this, network teams that implement changes late at night or after-hours often get caught  
in a dilemma when it comes to testing their changes. Testing reverts to the lowest common denominator.  
Does the phone connect? Can we ping the server? Engineers run a quick test on the data side to make sure 
that the changes were implemented correctly and that tangential systems are still working as expected. 

Here the baseline created in the pre-deployment phase is crucial because it allows engineers to verify in rather 
short order if critical systems are still running well, ensuring that any potential issues are “out of sight, out of 
mind” for end users.

2. CLAIM VICTORY, AND MEASURE THE ROI

Once teams have employed active and passive monitoring techniques to track their network transformation, 
they’ll have the visibility and data to validate the infrastructure overhaul to stakeholders across the enterprise  
— especially executive stakeholders who are tracking ROI. 

The benefits here are many.  For starters, network teams gain a chance to back up their “victory” over outdated 
networking technologies with with data-driven proof points. But this also represents an opportunity for 
enterprise IT to gain the confidence of the C-Suite ahead of future networking challenges that may call for 
further investment down the line. After all, with network traffic set to continue growing, teams will need all the 
support they can get in the years to come. 
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So for businesses accelerating their move to Internet-first (if not Internet-only) 
network architectures, how should they be leveraging visibility to ensure user 
experience is put first throughout?



ABOUT APPNETA

AppNeta is the only network performance monitoring solution that delivers deep, actionable, end-to-end network performance data from the end-user perspective. With 
AppNeta’s SaaS-based solution, IT and Network Ops teams at large, distributed enterprises can quickly pinpoint issues that affect network and business-critical cloud 
application performance, regardless of where they occur. AppNeta is trusted by some of the biggest Fortune 1000 companies, including 3 out of the 5 largest corporations 
in the world, as well as 4 out of the 5 largest cloud providers. 

1.800.508.5233  |  SALES@APPNETA.COM  |  APPNETA.COM
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Supporting this kind of network transformation on an enterprise scale requires a 
comprehensive monitoring solution that can actively and passively track all network 
activity without itself becoming a drain on total network capacity. It also requires 
a solution that can collect a diverse array of data to help support a multitude of IT 
functions during and beyond any updates to the network infrastructure, all with a 
focus on end-user experience. 

Network teams are ultimately successful if they can shield the “multitude of IT 
functions” from the end user in general. Ironically, keeping end users “blind” to 
performance hiccoughs requires a great deal of visibility on the part of IT, which  
requires a comprehensive monitoring strategy to tackle issues before they impact  
the larger network. 

AppNeta Performance Manager is the only monitoring solution that looks at the 
network through four dimensions, collecting network path, packet, web synthetics and 
flow data that, combined, enables teams to take an active approach to measuring the 
health and availability of the network end-to-end, And because AppNeta leverages 
unique packet-train technology via it’s SaaS-delivered platform, all of this monitoring 
can be conducted with minimal impact to total network capacity. When teams are 
exploring wide-scale direct-to-internet access as part of their network transformation, 
these characteristics are critical to ensuring end-user experience is minimally  
impacted throughout. 

With comprehensive monitoring throughout, transformation can be seamless

To learn more about AppNeta’s unique, 
forward-facing approach to monitoring, 
download our whitepaper, The Four 
Dimensions of Performance Monitoring. 
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