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AppNeta’s Usage  
vs. Traditional NetFlow

Enterprises are decentralizing, SaaS adoption has never 
been higher, and reports indicate that in the near 
future, more than 80 percent of enterprise workloads 
will live in the cloud.

With enterprise networks being more dynamic and 
diverse today than ever before, IT teams can’t rely on 
performance monitoring solutions that deliver anything but 
a comprehensive view across their entire network.

So why stay with limited NetFlow strategies when AppNeta’s 
robust, 4-Dimensional approach to monitoring performance 
is the only solution that delivers actionable insights in 
seconds, all without adding to network complexity?

While NetFlow may have sufficed in the past, strategies 
that leverage only passive traffic analysis simply aren’t up 
to snuff in meeting the monitoring needs of the enterprise. 
With AppNeta Performance Manager, however, teams 
can gain the granular details into end-user experience 
from traffic analysis and insight into the dynamic network 
conditions that tie business locations together.

OF ENTERPRISE WORKLOADS 
WILL LIVE IN THE CLOUD

80%

DATASHEET

https://www.bettercloud.com/monitor/wp-content/uploads/sites/3/2017/05/2017stateofthesaaspoweredworkplace-report-1.pdf


ABOUT APPNETA 
AppNeta is the only network performance monitoring solution that delivers deep, actionable, end-to-end network performance data from the end-user perspective. 
With AppNeta’s SaaS-based solution, IT and Network Ops teams at large, distributed enterprises can quickly pinpoint issues that affect network and business-critical 
cloud application performance, regardless of where they occur. AppNeta is trusted by some of the biggest Fortune 1000 companies, including 3 out of the 5 largest 
corporations in the world, as well as 4 out of the 5 largest cloud providers. For more information, visit www.appneta.com
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AppNeta NetFlow

APPLICATION 
IDENTIFICATION

AppNeta’s application identification engine is 
updated monthly and includes over 2,000 apps. 
Because AppNeta has access to the raw packets 
our solution can identify far more apps than 
competing engines like Cisco’s NBAR2.

Most NetFlow sources are port-based, so some 
of the most popular apps in the enterprise will 
only be identified as port 443/HTTPS, while 
potentially larger “capacity hogs” like torrenting 
services of music streamers will show up as 
random port numbers, leaving IT guessing.

CUSTOM 
APPLICATION 

SUPPORT

Teams can easily add custom applications 
to track internal apps with domain, port, and 
protocol matching. Our simple configuration is 
optimized to identify the latest generation of Web 
and SaaS apps.

Command line entry is acceptable for some 
legacy apps, but puts a big limitation on what 
NetFlow can monitor as teams start building out 
proprietary internal workflows.

USER 
IDENTIFICATION

Our platform can connect to Active Directory 
authentication to provide user identification 
across the entire network — including  
remote offices.

None. Plain and simple, this is a glaring 
blindspot for teams that don’t employ additional 
monitoring tools with user ID capabilities, 
which will only lead to a more complicated 
management and monitoring stack.

DATA 
TRANSPORT

Because AppNeta uses purpose-built Monitoring 
Points there is no additional processing overhead 
on Layer 2 devices (routers, switches). Monitoring 
Points encrypt and compress all data before 
sending to our analysis server with less than 1 
percent overhead.

On average, NetFlow requires 5 percent 
overhead on network capacity. When teams  
are inundating the network with this much traffic 
just to get volume metrics, they could ultimately 
be hindering the performance of business-
critical workflows.

PACKET  
CAPTURE

Unlimited — there’s no limit to what Usage 
can capture to help paint a complete picture 
of performance that’s as large or as focused as 
users prefer.

By definition, NetFlow is metadata from the 
packets instead of the packets themselves. 
Capture would have to be provided by another 
tool or be done manually by accessing  
devices directly.

SECURITY

For security-conscious customers, AppNeta fully 
encrypts packet captures and flow data before 
sending to our public cloud platform where they 
remain in encrypted form (AES-256). Having 
completed our SOC 2 Type 2 Certification, we’ve 
proven to our customers and the industry that 
we take data privacy seriously.

No encryption of packets or flows, which can 
be hazardous as network traffic balloons on a 
seemingly daily basis, and the potential for data 
loss rises in tandem. 

Here’s a breakdown of where AppNeta excels, and NetFlow falls flat:

This only scratches the surface of what AppNeta can deliver to customers via it’s robust, 
constantly-evolving monitoring platform. To learn more, request a demo now to see  
AppNeta live and in action. 

tel:+1-800-508-5233
https://www.appneta.com/platform/security/
https://info.appneta.com/request-a-demo.html
https://info.appneta.com/request-a-demo.html

